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2.1 Task 1: Attack Common Gateway Interface (CGI) programs 
Step 1: Set up the CGI Program. 
Created the cgi program, copied it to the webserver directory and marked as executable 

 
The script is accessible via curl: 

 
 
Step 2: Launch the Attack. 
First linked sh to bash using the command below: 

 
A Shellshock attack is able to be executed on the web server from a remote agent by adding a 
function to the agent variable: 

 
In the screenshot above, the command “/bin/ls -l” was executed on the web server. 
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The following snippet shows where the vulnerability lies in the variables.c source code. 

 
 
This attack can be completed because when parse_and_execute() is called to parse the 
function definition,  it can also parse other shell commands and not just the function. If the string 
is a function definition, the function will only parse and not execute; if it contains a shell 
command then it will execute it. 
 
Task 2: Attacking Set-UID programs 
 
Task 2A:​ Wrote “badprog.c”, compiled it and set the owner and permissions: 

 
Executed the program on the webserver over curl: 
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Task 2B: 
Commented out the setuid() function call in the badprog program, and re-compiled: 

 

 
It appears that the attack succeeds - further inspection reveals that the webserver process is 
running under the root account: 

 
Because of this security flaw, the attacker is able to gain root privilege without needing the 
program to set the effective UID. 
 
The following “if” statement in the bash source code is responsible for the exploit surface: 
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Task 2C:  

 

 
 
When launching shellshock on this program, it is clear it was successful because we were able 
to run our ls command. Although it uses execve, it passes the environmental variables to avoid 
sanitization process. 
 
Task 3: 
 

1. Other than CGI and setUID programs, shellshock attack can be applied as a remote 
attack on PHP.  
PHP scripts, similar to C, use a system call which invokes the shell. So, if the shell is 
bash​ then this a surface that can be used. Secondly, if before calling system() the PHP 
program itself sets environment variables based on user inputs, this will also leave it 
vulnerable to shellshock. A combination of both the invocation of bash as well as the 
passing of user data as environment variables can sometimes be satisfied by a PHP 
script. 

 
 

2. The fundamental problem observed in the Shellshock attack is that as the complexity of 
software grows, the likelihood that something will be overlooked increases as well.  In 
the case of the bash program, this oversight led to the potentially catastrophic 
vulnerability exemplified in this lab; a simple coding mistake that wouldn't show up under 
normal use led to a disproportionate amount of potential damage.  From this mistake we 
can learn that software should be subjected to thorough testing and review before 
implementation, and that security best practices should also be followed to attempt to 
minimize damage in the event of such an exploit being discovered. 


